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About This Guide

Guide Type

Documented Integration — WatchGuard or a Technology Partner has provided documentation
demonstrating integration

Guide Details

WatchGuard provides integration instructions to help our customers configure WatchGuard products to
work with products created by other organizations. If you need more information or technical support
about how to configure a third-party product, see the documentation and support resources for that
product.

This guide describes the Black Vault Certificate Authority (CA) and the procedures to install, use, and
troubleshoot the appliance.

Audience

This guide is for security professionals with knowledge of networking and basic security who configure
and install the appliance, generate certificates, or monitor logs.

Purpose

The purpose of this guide is to explain how to configure, manage, and troubleshoot the Black Vault CA.
This guide contains conceptual and reference information related to the procedures necessary to
correctly operate this appliance.

Conventions

The Black Vault CA is configured and administered through a command line interface (CLI). The
description of CLI commands follows these syntax conventions:

Curly brackets {} indicate required arguments.
A pipe symbol| indicates valid options for a command word or argument.

Windows sequences are shown as follows: Settings > Network Configuration
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Introduction

VPNs are ubiquitous in enterprise networks. However, in today’s age they are getting less and less
secure. The most common method of authentication between two endpoints is through a pre-shared
key, which can be guessed, or figured out through social engineering. The more secure way to
authenticate is through x.509 certificates, this is only more secure though, if the Certificate Authority
you obtained your certificates from is secure. The BlackVault CA is a CA with an integrated Hardware
Security Module (HSM) that ensures both maximum security and operational simplicity.

ENGAGE

BlackVault CA

The BlackVault CA can safely protect your VPN by providing a reliable and secure source of
authentication for the two endpoints of your VPN. It is easy to setup and use Certificate Authority that
is simple to weave into your existing WatchGuard VPN, or a brand-new VPN.

WatchGuard WatchGuard
Firebox Firebox
Network
Site A
é‘— BlackVault BlackVault —%g
Admin CA CA Admin
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To setup the Firebox to use certificates from the BlackVault CA, the following procedures must be
accomplished:

e Create a CSR on both Fireboxes.

e Have the BlackVault CA sign the certificates.

e Import the Chain of Trust into the Fireboxes at both ends.
e Import the certificate into the Fireboxes at both ends.

e Configure the Gateway of the Fireboxes at both ends.

e Configure the Tunnel of the Fireboxes at both ends.

This Guide will walk through all the necessary steps to set up a VPN
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WatchGuard Web Ul Instructions

Setting Up Certificates

The first part of this guide is configuring the certificates that will be used in the VPNs

Site A

Creating A CSR

1. Loginto the website of the site A’s Firebox.
2. Inthe left-hand side of the page select
“System”.
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3. Inthe drop-down menu select “Certificates”.

4. In the Certificates web page click “Create Request”.

Certificates

Show Trusted CAs for Proxies
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5. The Certificate Request Wizard will open. Click “Next” to continue.

tificates / Create Request

Welcome to the Certificate Request Wizard

@ﬁch(}uard

To create a third-party C5R (certificate signing request) for this device, complete the steps in this wizard.

6. On the Choose the certificate Function page, select IPSec, Web Server, Other. Then click “Next”
to continue.

_ertificates / Create Reguest
Choose the Certificate Function

Proxy Authority (re-signing CA certificate for outbound S5L/TLS content inspection)
Proxy Server (server certificate for inbound S5L/TLS content inspection)

® |P5ec, Web Server, Other
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7. On the next page, fill out the details for the Subject Name, then click “Next” to continue.

Create Reguest
Specify Details for the Subject Name

Name (CN) (required)

g

Department Name (OU)

Company Name (O) (requir:

14
<

City/Location (L)

State/Province (5T)

Country (C) us (raguir

1]
a

8. On the following page, fill out the Domain Information, then click “Next” to continue.

Create Reguest
Specify Domain Information
Subject Mame CN=Testing, OU=Demo, O=Acme, L=Smallville, 51| (required)
DNSName | 192.168.1.42 (required)
IP Address

User Domain Name admin@domain.com
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9. Onthe Next page select the Algorithm, Length, and Key Usage, then click “Next” to continue

Certificates / Create Reguest

Select the Algorithm, Length, and Key Usage

Algorithm ® RsA O D5A
Length 01024 ® 2048
Key Usage ) Encryption O Signature (@ Both

When you click Next, your C5R (Certificate S5igning Reguest) will be generated.

10. On the final Page, it will display the Certificate Signing Request. Copy it all to a notepad and save
it. v

Certificate Request Wizard Completed

MIIDEDCCAfgCAQAWY ZELMAE kGA1TEBhMCVVMxD zENBgNVBAgTBkthbnMhe zETMBEG
R1UEBxMEU21hbGx2aWisZTENMAs GRIUE ChMEQWHNtZT ENMAS GR1UE CxMER GVtbz EQ
MR4AGRIUERxMHVEVzAG1luZz CCASIWDRY JTKoZThwcNAQERBQADggEPADCCAQoCggER
AIVUHOlekldN93eCT OmIWHS1vwQY QuoyVedeMiwyulValavF PAOVH SHRCe tlkppwi
LoeelJFS0cU2 g5 TPE+mEXa Ven PMa3VEChpA / wEXriVEmMEVJIK31 SgGEumkoxHu QF
vrT7fberSktizbpdT/MSedv ZetDEwIDyl VLyEy405WgoVOIgZCinE1] tnmE1EBged
POQGYi¥mbiBnoXMLwlUZgxjn2Eycocp,/HOLGST P+6zAVSs/Wdzdud TE+PY f2ry0g2
ThaWlcsLiArhwlmnksTi78 +nnxzpoSeg SEPIWhHAqwRA2E3l cibky rP1Ei rSiBmar
b+FRezuZilbXJNgpmeijri 8CH VEOR
BCIWIIIMMIkyLJE20C4xL] QvgRBhZGlpbkBkb21haW4uY2 9 tMASGRIUADWEAWLIE
cDAABgNVHSUE FjAUBggrBgEFBQcDAQYT KWwYBBUIAg IWDRY JoZ T hveHAQELBQRD
ggEBAAVYBENCAx/73J+WizyxnYYC7iD11 csUBB 3yBHE 1me k) HAMmN e xVHgEZ030 85
04bId2eMYWNE joRxT FTRMI xSEvrTiV0E s2GadtFvaP tpuvi 6y,
JgILINWCZEOESOcNgHIEL] 1Rer2vwacJOPMEVOTiCI L3hCH O/ ORBREEI CeclC ST
nj ¥yRECVC3dgDDHR IO YhekZ 3GEcELPVa+JVhASUIFIFHOeX3BRmMD9 3 r oy 2N wWlXmw 7F

To generate a signed certificate, copy the text of this Certificate Signing Request and provide it to your Certificate
Authority.

After you have submitted the Certificate Signing Request to the Certificate Authority and have received the signed
certificate, you can import the certificate to your device. Make sure the CA certificate is also imported. To import a

signed certificate now, click Finlsh & Import.
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11. You have successfully completed creating a Certificate Signing Request.

Signing your CSR

1. Loginto the BlackVault CA.

2. Select CA Utilities.

.
£ 192.168.1.15 - PuTTY = | B R
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3. Select Import CSR

E& 192.168.1.15 - PuTTY o | = &
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4. Paste in the CSR that you just created.
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5. Now back out to the Main Menu and Select Create Certificate

E& 192.168.1.15 - PuTTY o | = &
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6. Select the Common Name of the CSR you wish to sign

£2 192.168.1.15 - PuTTY o |=| &
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7. Select None when asked for extension type

2P 102268115 e
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8. Back out to the main Menu and Select CA Utilities

pe 192.168.1.15 - PuTTY o3| &

L=l

Import CSR
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9. Select Export Certificate

2P 102268115 e
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10. Select the Certificate that you just created

2P 102268115 e
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11. Select PEM encoded (Without Key)

2P 102268115 e
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12. Select To USB

2P 102268115 e
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13. Insert a flash drive to the BlackVault CA and press enter

£ 192.168.1.15 - PuTTY ———— ‘ o o e
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1. On aclient computer load the website : IP_Address_Of_BVCA/cacerts.pem

(@ 192.168.1.15/cacerts.pem

2. Open the downloaded cacerts.pem in wo

e

cut S

Courier New T AN

S~ ] @

Picture

Paint

Dateand Insert

Paste

Clipboard

B I U X £ -A |

Font

Paragraph

drawing  time  object

rdpad

Insert Editing
' 10 -2 ' 3 R S 5 ' N ey

1 K

|-----BEGIN CERTIFICATE-----

MIICLTCCAOGAWIBAGICEARWCGYIK0ZIz] OEARIwa) ELMAKGA 1 UEBhMCVVMXE zAR
BgNVBAGMCKNhBGLmb 3JuaWEXD] AMBGNVEACMBUFWAGS zMRUWEWYDVQQRDAXFbmdh
Z2UgQmith¥2sxDTALEGNVEASMEER 1 bWBXEDAOBGNVEAMME Jvh 3QgQOEWER CNMTew
Nz I2MTgwOTU4Wh oNM] ewNz I OMT gwOTU4WS BEMQswCQYDVQQGEWIVUZETMBEGALUE
CAWKQ2F DYTECM 1UEBWWEQXEOh gNVBAGMDEVUZ2FnzSEC
bGFjazENM 1UECWWER 1UEAWWEU21nbmluzyBDQTEZMEMGByaG
SM43AGEGCCqGSMAIAWERADIABLYA] rhvRW/b4cni YTVEfkxdsDzr taVdaxLuV THT
E3kRg6043uCtTdWS ] kmr ErNQUPOXWbnIT/ LBSmXZR2k ToWi 7 jBkMA4GALUADWED
/WQERWIBB]ASBGNVERMBAfBECDAGAQH / AQEAMBOGA1UADGOWEBR1 EMRydU vy Dwd
2GhuGROpFicdTzAfBgNVESMEGDAWGBR3dds LuxCERNK /hV1XdafeT4uRT j AKBggq
hkjOPQEDAGNIADBFALE] sqzZ1XE4 yLDTPJs 6x 2mi yDi C+nELEBiK3SEaTILOpQRTh
ALgGhkJ/ dGpohLops jWHSE2EDUU4LpaN4sC) 72 9rgNER

END CERTIFICATE-—--—

BEGIN CERTIFICATE-
MIICLzCCAASgAWIBAGTIALI+I0Z114TxMACGCCOGSMe SBAMCMGoXCzATBGNVEAYT
21VTMRMWEQYDVQQIDAPDYWxpZmS ybm] hMQ4wDAYDVQQHDAVECHRY CzEVMEMGALUE
CYWMRWSnYWd 1 IEJSYWNEMROWCWYDVQQLDAREZW 1 vMRAWDG YDV Q@DDAASh2 S0TENE
MB4XDTE3MDeyN] E4MDgzN1oXDTI3MDeyNDE 4MDgzN1owa ] ELMAKGALUEBhMCV VM
E2ARBGNVEAGMCENABG1ub3JuaWEXD] AMBgNVBACMBUFWAGO zMRUWEWY DVQQKDARE
Emdhz2UgQmih DTALEgNVEASMEERLEWEXEDAOEGNVEAMMEL J7h: QEWNTAT
Bgcghk]OPQIBBggahk] OPGMBBWNCAAS rth N6 113MUniwwHSBL/ 152bG£803 I3 T
ANDUxBhYviNudK/ 65BGG+E0qnELOKm2 y 0vTbNDT030MLATEQ2BTho2 MY TACEGNY
HQBBAFSEBAMCAQYwDWYDVROTAQH/ BAUNAWES/ zAdBgNVEQ4EFgQUA3KENC CGhETS
v4VZV3Wn3E+LkS IWEWYDVRO j BEgWEORUA3XbNCCGhETSv4 VY 3Wn 3E+TES IwCgY T
KoZTz}0EAWIDSQAWRGTHACENVRN] AOaASV)SiZrNTedGgaT62MU+VEDWZbKLOL2 B
2iEANJuASNbZAZAY0lQGAWmZEdgS FRNU+EC GB/nl 36pBhE=

100% (=)

3. Cut the first certificate and in a new document paste it. Save this one as Signing.crt
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Paste

Clipboard
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Courier New
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Font
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= @ 1P| | B

MITCLzCCASgAWIBAGIIALT+ 02114 TxMACGCCqGSME SBAMCMGOXCZ ATBGNVEAYT
A1VTMRMWEQYDVGQIDAPDYWxpZmS ybml hMQ4wDAYDVQQHDAVECHRVCZEVMBMGALUE
CgWMRWSnYWd1 TEJSYRNIMQOWCWYDVQRLDARE ZW1 vMRAWDG YDVQQDDAASH2 90 TENB
ME4XDTE3MDCYN] E4MDgzN1oXDTI 3UDCyNDE4MDg zN1 owa  ELMAKGA] UEBhMCT VM
EzAREgNVBAGMCENABGLmb 3JuaWERDS AMBGNVEACMEUFwAG 9 2 MRUWEWY DV QQEDARE
Emdh22UgQmach DTALBEGNVEASMBERL BAMMELT
BgcghkjCPQIBBggqhk]OPQMBEWNCAASTthfN6113MUmiwwHEBL/ 182bGEB03 I3 Tn
NDUxBhYviNudR/ 65BGG+E£0qnfLOXm2y0vThbNDI03oMLATEQzETbo2MwY TAOBGNV
HQBBAfBEBAMCAQYWDWYDVROTAQH/ BAUWAWEB/ zAABGNVHQ4EFGQUA3XbNCCGhETS
v4VZV3Wn3E+LESIWHWYDVRO] BEQWFOAUA 3XbNCCOhETSv4VEY 3Wn3E+LkSIWCgY T
Ro2Iz] OEAWIDSQAWRGThAOENYRNJA0aA4 V] S1ZrNTe dGgaT6zMU+VEDWZbKLOL2D
AiEAMJUASNbIAZAY0lQG4wmZEdgSfRnu+Ec] gB/nl36pBba=

77777 END CERTIFICATE-—

33 Replace
Picture Paint Dateand Insert
drawing  time  object | G Selectal
Insert Editing
! P I s - B - I

100% (=)

4, Save the remainder as root.crt
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Importing the Certificates into Firebox

1. Loginto the website of site A’s Firebox.

2. Inthe left-hand side of the page select
“System”.
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3. Inthe drop-down menu select “Certificates”.

4. On the certificates webpage, click “import Certificate/CRL.

Certificates

Show Trusted CAs for Proxies
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5. Onthe Import a Certificate page.

Certificate Type

|
T
r__:z
m
“ -g'
[:F]
2

Basetd4 (FEM) certificate

Certificate Function
! Proxy Authority (re-signing CA certificate for outbound 55L/TLS content inspection)
! Proxy Server (server certificate for inbound 55L/TLS content inspection)
! Trusted CA for Proxies

® |PSec, Web Server, Other

Import Certificate File:

Choose File | cacertl.pem

If your certificate requires a private key, make sure to
Easte the text from both the certificate and the private
ey in the text box.

—-BEGIN CERTIFICATE---—-

MICLzCCAdSgAWIBAGIJALJHOZI4TxMADGC CqGSMA9BAMCMGoXCZAJBgNVBAY T
ANTMRMWEQYDVQQIDApDY W pZmaybmihMQ4wDAY DVQOHDAVBcHRvezEVMBMGATUE
CogwMRWENY'WdIIEJsYWNriMQOwCwY DVQQLDAREZW IvMRAWDgY DVQQDDAISH290IENB
MBAXDTE3IMDCcyNJE4AMDgzMIoXDTI3MDcyNDE4MDgzMlowaELMAKGATUEBhRMCW M
EzARBgNVBAgMCKNhDGImb3JuaWExDJAMBgNVBACMBUFwdGEzMRUWEWY DV QIQKDAXF
bmdhZ2UgQmxhY 2sxDTALBgNVBAsSMBERIbWEXEDACBgNYBAMME 1Jvb3QgQ0EWWTAT
BgcghkjOPQIBBgoqhkjOPQMBBWNCAASIhING13MUmiwwHSBLM S2bGTE0JJ Tm
AMNDUXBhYviNudKESBGG+0gnfLaXm2yDvToNDIo3oMLAIEQZBTho2MwY TAOBgNY
HQEBAFBEBAMCARYWDwWY DVROTAQHBAUWAWEBZAJBgNVHQ4EFgQUA3XbNccQhETS
YAVZVIWN IE+LkSIwHWY DVROjBBowFoAUdIXDNCc QhETSvAVEVINNIE+LkSIWCO Y]
KoZIzjDEAWIDSQAWRGINACTNVRNjADaALVISIZIN Ted4GgaTezMU+VEDWEZDKLDLZP
AIEAMJUASNbZAZ AY o1 QG 4wmZ EdgSfRnu+fcjgBinl36pBba= -
——END CERTIFICATE-—-{ ,4

a. Under Certificate Function Select IPSec, Web Server, Other.
b. Under Certificate File Click Choose file, then browse to where you saved Root.crt.

c. Click Save.
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6. On the Import a Certificate page.

Certificates / Import

I mport a Certificate Import a CRL

Certificate Type

Basebd (PEM) certificate v

Certificate Function
! Proxy Authority (re-signing CA certificate for outbound 55L/TLS content inspection)
! Proxy Server (server certificate for inbound SSL/TLS content inspection)
! Trusted CA for Proxies

® |PSec, Web Server, Other

Import Certificate File:

Choose File | cacert2 pem

If your certificate requires a private key, make sure to
Easte the text from both the certificate and the private
ey in the text box.

——BEGIN CERTIFICATE-—
MIICLTCCAJOgAWIBAQICEAAWCGYIKOZIZIDE AwlwaELMAKGA1 UEBhMCVVMXEZAR
BgNVBAGMCKNhbGImb3JuaWEXDjAMBoNYBACMBUFwdGIzMRUWEWY DVQQKDAxFbmdh
Z2UgQmxhY 2sxDTALBgNVBAsMBERIbWSxEDAOBINVBAMMB1Jvb3QgQ0EWHNCNMTew
NzI2MTawOTU4WheNMicwNzIDMTgwOTU4WBtMQswCQYDVOQGEWVUZETMBEGATUE
CAWKQ2FsaWZvemSpY TEOMAWGA 1UEBwwEQXBOb3MxFTATBaNYBAoMDEVUZ2FnZSBC
bGFjazENMASGATUECWWERGVibzETMBEGA1UEAwWKUZInbmiuZyBDQTBZMBMGByqG
SM49AgEGCCOBSMASAWEHADABLYAIrvKWIb4cniY TVE ks DzrtaVdaxLuVTHT
E3kRg6043uCtTdWIikmHrNgUPOXWbnJI/LBSmXZR2KToWiZIBkMA4GA 1 UdDWES
IWQEAWIBBJASBgNVHRMBARECDAGAQH/AGEAMBOGA 1 UdDgQWBBR16MRydUn\V w4
eGhuBKDpFic 47zABgNVHSMEGDAWgGBR3dds 1:xCERNK/NVIXdafc T4URIjAKBggq
hkiOPQODAGNIADBEFAiBjsgzZ 1 XE4yLD7PJs6rZmiyDjC+m6LEBIK3SBaToL0pQlh
ALgGhkJ/dBpohL9psjWHSfeEDUUALpaN4sCi720rgNKF -
——END CERTIFICATE—— P

a. Under Certificate Function Select IPSec, Web Server, Other.
b. Under Certificate File Click Choose file, then browse to where you saved Signing.crt.

c. Click Save.
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7. Onthe Import a Certificate page.

Certificates / Import
Certificate Type
Base64 (PEM) certificate v

Certificate Function
) Proxy Authority (re-signing CA certificate for outbound SSL/TLS content inspection)
| Proxy Server (server certificate for inbound S5L/TLS contentinspection)
) Trusted CA for Proxies

® |PSec, Web Server, Other

Import Certificate File:

Choose File | Mo file chosen

If your certificate requires a private key, make sure to
Easte the text from both the certificaté and the private
ey in the text box.

MIICATCCApugAwlBAgICEBKkWCgYIKoZIZJDEAWIWDTELMAKGATUEBRMCWVVMXEZAR
BaNVBAgMCkNhbGImb3JuaWExDjAMBgNYBACMBUFwdGIzMR UWEWYCNVQQKDAxFomdh
Z2UgQmxhY2sxDTALBgNVBASMBERIDWEXEzARBgNVBAMMCINpZ25pbmegQROEwWHNCN
MTexMTAIMTY INDQyWhReNMTIXMTAIMTY 1NDQyWjBpMQswC QY DVQQGEW/VUZERMABG
ATUECBMISWxsaWavaXMxEzARBaNVBAC TCINtYWxsdmlsbGUxDTALBgNWVBACTBEF]
bWUxEDAOBgNVBASTB1RIc3RpbmcxETAPBGNVEAMTCEppbSBEAWNIMIIBIANEgkq
hkiGOwWIBAQEFAAOCACBAMIIBCOKCAQEAZAEK+ W +Ehyc+YRZCO5SK3vxoNcU/OwNa
TIW4TI9+hfLAODPNDEgGSDCDIJWAIkv4Dao+CdAWMhbCOnNtaglBnmF3Gp+AuhBOPE
M2WWasloumEWB2AKSWOBM+UEel7 TmA1yTKLTVIbIRQTFBiwChHDXTWKNE28/Z
+Digp2KFtEDO]NABIWET rFZ 2x Y -+ot/DQWMdotHIZ Hwik2gLB0PGgDBaUazZhivk
Kb3px6ZJ6H3saSiJnLERoydQvHOmMgJeSgl9sbhSzHznyBuREc DWW e sPC+5iCixfyC
imfgUEWE1irAvFkznrWiPLoODxQOMGxGHc47azbkHroaglilj4ukwIDAQABO 20w
YiAJBgNVHRMEAJAAMCKGA 1UJEQQIMCCCDDESMidxNjguMS40MoEQY WRIaWSAZ GOt
YWIULmMMvbTALBgNYHQBEBAMCBaAWHQYDVROIBBY WFAY IKw Y BBOUHAWEGCCsGAQUF
CAICMA0GCCqGSM49BAMCADGAMEUCIQCswWQLVgp+n61CTCaGHMwEPkogSFdhgYFP
Pgobg5WajwlgGKVLMMirGrNETWQCToCxz7yEHJZNCwvwihKLICZivg=

a. Under Certificate Function Select IPSec, Web Server, Other.

b. Under Certificate File Click Choose file, then browse to where your flash drive and select
the Certificate you exported from the BlackVault.

c. Click Save.
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Site B

Repeat Process stated in site a for site b.
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Setting up VPN

Before setting up the VPN it is a good idea to collect the following information

e Sjte A and B external IP addresses
e Site A and B internal network IP addresses
e Site A and B CN from their certificates

Site A

Configuring VPN

1. Loginto the website of site A’s FireBox.

2. Inthe Left-hand side of the page select
llVPN”

SYSTEM STATUS
NETWORK

FIREWALL

SUBSCRIPTION SERVICES

AUTHENTICATION
VPN

SYSTEM
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3. Again, in the left-hand side of the page
select “Branch Office VPN”

4. Under the Gateway section click “Add”

Gateways

S e

gateway.1 Yes

ADD EDIT REMOVE EMABLE DISABLE REPORT

a. Inthe General Settings Tab
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I General Settings Phase 1 Settings

Credential Method

®) Use Pre-Shared Key

(0 Use IPSec Firebox Certificate

Show All Certificates

CERTIFICATE
MNAME

c=WUS st=Illinois
I=Smallville o=Acme

20002 . . RSA IPSec [ Web
ou=Testing cn=Jim

Duck

c=U5 st=Kansas

I=Smallville
20001 0=DEMO ou=DEMO RSA IPSec [/ Web

cn=DEMO

o=Engaae Black
29000 cn=197.166.1.47 RSA IPsec [/ Web

Gateway Endpoint

LOCAL
LOCAL TYPE LOCAL ID REMOTE ID
INTERFACE

ADD EDIT REMOVE MOVE UP MOVE DOWN

¥ Start Phase 1 tunnel when Firebox starts

i. For Credential method select “Use IPSec Firebox Certificate” then select the
certificate you imported

ii. For Gateway Endpoint Click “Add”

1. Under the Local Gateway Tab
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Gateway Endpoint Settings

A tunnel needs authentication on each side of the tunnel. Provide the configuration details for
the gateway endpoints below.

External Interface

External v O

Specify the gateway |D for tunnel authentication.

By IP Address

' By Domain Name 182.168.1.42

' By UserID on Domain admin@domain.com

® By x300 Name

a. Select Ecternal Interface as “external”

”

b. Under the “Specify the gateway ID for tunnel authentication.
Section select “By x500 Name”
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2. Under the Remote Gateway Tab

Gateway Endpoint Settings

A tunnel needs authentication on each side of the tunnel. Provide the configuration details for
the gateway endpoints below.

Specify the remote gateway |P address for a tunnel.

® Static IP Address 192 168.1.43

Dynamic IP Address

Specify the remote gateway |D for tunnel authentication.

By IP Address

By Domain Name

By User ID on Domain
® By x300 Name ¢=US st=Kansas I=Smallvill

Attempt to resolve domain

a. Inthe “Specify the remote gateway IP address for a tunnel.”
Section enter the remote IP address

b. In the “Specify the remote gateway ID for tunnel
authentication” select “By x500 Name” then enter in the
Common Name of the remote site’s certificate
3. Then click “Ok”
b. Inthe Phase 1 Settings

i. Leave everything to their defaults

c. PressSave
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5. Under the Tunnels section click add

Tunnels
N T
tunnel.1

Yes

ADD CLONE EDIT REMOVE REPORT MOVE UP MOVE DOWN SAVE ORDER

d. Inthe Addresses Tab

Tunnel Route Settings

Local IP
Choose Type Network 1Pv4 v
Metwork IP 192 168.241.0 /24
Remote IP
Choose Type Metwork IPv4 r
Metwork IP 192 168.85.0 /24
Direction bi-directional v

[J Enable broadcast routing over the tunnel

i. Under Addresses click “Add”

1. For Local IP

a. In Choose Type select Network IPv4,
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b. In Network IP add in the local network
2. For Remote IP

a. InChoose Type select Network IPv4,

b. In Network IP add in the remote network
3. For everything leave to defaults, then click “Ok

ii. For everything else, leave to defaults then press “Save”

Site B

Repeat Process stated in Site A for Site B
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WatchGuard System Manager Instructions

Setting Up Certificates

The first part of this guide is configuring the certificates that will be used in the VPNs

Site A

Creating A CSR

1. From the WatchGuard System Manager, open the system manager

Ble Edtl Taoli ‘Wnddw  Help

1T+ maEEe s M®

Lrewioe Stabas | [henie Management
Bl 192168184 (sdmin)
et W test] (1021608.143) - XTkhe-MED
F- A Fireba Status

Pokey Manager

|- Certificabes Fareho System Manager
E-fEw EBranch Office VPN Tunnek HastiVatch

3 Mubile YPM with [Fec Tum Log Marager

3 Mchile VPM with S50 Tunne

O Mchile VPR wh L2TE Tuns Create a naw VEM..

= g best2 (192.168.143) - XThhe-MED Updte Device...

Expire Lease__

Echedule OF Update...

Schedule Festure Key Symchronization...
Schedule Reboot...

Add Hew Folder..
Generate Configuration Report

Remove...

Properties:

Refresh Status
Pauze Polling
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-
E Firebox System Man

ager - 192.168.1.42 |

File View Tools Help

05E KE L E

I | (W | [ | I

3. Inthe Certificates window, click Create Request Button

el e R e

Signed  |Web Client RSA

o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed |CA Cert RSA

o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed |Proxy Server  |RSA

o=WatchGuard_Technologies ou=Fireware cn=h'

Cirnad Drooas BoHherite [DCA

n=WlztrhiZiard Tarhnalaniae o —Fircuiara @m—Fi

1 | m

F

T R
ates - 192.168.1.42 == = |
e —

Certificates
This Firebox contains the follawing certificates and certificate requests:

Status  Type Algo.  Subject Mame Details
Signed  |IPSec [Web RSA  |c=U5 st=Kansas |=Smallville 0=DEMO ou=DEMO . Delete
Signed  |IPSec [Web RSA  |o=Engage Black cn=192. 163.1.42 B i
Signed  |Web Client RSA  |o=WatchGuard ou=Fireware cn=Fireware web C - Refresh
Signed® |CA Cert RSA  |o=asdf ou=asdf cn=asdf 1
Signed  |Web Server RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi Export

-

[] Show trusted CAs for proxies

* Currently active Firebox web server certificate

| Import Certificate / CRL |

[ Create Reguest ]

Close
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4. Inthe Certificate Request Wizard, press Next

Welcome to the...
Certificate Request Wizard

This wizard will guide you through the steps that are required to
create a third-party CSR (Certificate Signing Request) for this
Firebox,

E:ﬂatch(}uard'

To continue, dick Mext

<Back |f MNext> { [ Cancel
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5. Select the IPSEC, Web Server, Other radio button and press Next

Cortcte st o S

>
Select the purpose for generating the CSR @atchGua rd

Choose the function of the imported certificate:
(7 Proxy Authority (re-signing CA certificate for outbound S5L/TLS content inspection)
(™) Proxy Server (server certificate for inbound SSL/TLS content inspection)

i@ IPSEC, Web Server, Other:

< Back H Mext = ] [ Cancel

Engage Black e Aptos, CA 95003 e +1.831.688.1021 e 1.877.ENGAGE4 e www.engageblack.com



http://www.engageblack.com/

Engage BlackVault CA
WatchGuard Integration Guide

6. Fill out the fields for the Subject-Name and press Next

Cortcte st o S

>
Configure the fields for the subject name. @atchGua rd

The infarmation here will be used to generate the subject name

Mame (CM): Jim Duck {required)
Department Mame (OLU): |Testing

Company Mame {0): Acme {required)
City/Location (L): smallville

StateProvince (5T): IIIinDis|

Country {C): s (required)

< Back H Mext = ] [ Cancel
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7. Fill out the fields for the Domain Info and press Next

Certificate Request Wizard | & |
: - - ] *® -
Configure the remaining domain information. '\w atchGuard
Subject Mame: =Jim Duck, OU=Testing, O=Acme, L=5mallville, 5T=Ilinois, C=US | {required)
DNS Name: 192,168.1.42 {required)
IP Address:

IUser Domain Mame: |admin@domain. com

< Back H Mext = ] [ Cancel
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8. Configure the settings for generating the key and press next

Certificate Request Wizard | & |

-
Specify the algorithm, length and key usage @atchGua rd

Algorithm: @ RSA () DSA
Length: (71024 (@ 2048

Key Usage: () Encryption () Signature (@) Both

< Back H Mext = ] [ Cancel

9. Inthe Create Certificate Request Window that pops up, Press yes

Click Yes to create certificate request now. Click No to cancel,

Yes || Mo |
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10. Back in the Certificate Request Wizard window, the newly created certificate request will be
displayed. Copy this into a notepad, save the notepad as certificaterequestsitea.csr then click
Next

Certificate Request Wizard | 2 |

-
Send out your certificate request. @atchGua rd

The following CSR. (Certificate Signing Reguest) has been generated:

DgEUPTEsEh30Zs25B68aGoCltI+LpMCAWERA A2 BoMEYEC5gESTL3DEJDI FZMFow -
EQYDVRORBCIWIIIMMTkyLIEZOC4xLjQygRBhZE1lpEkBkEZ 1haW4u¥Z 9tMasE21Td
CwEAwIFoDRdBgHVHSUEFjAUBggrBgEFBRcDAY TEWYBBQUI AgIwDY JEoZ Thvell
AOELBRQADggEBAASLISV, zRZynrpRLEEEWI /TAsDeNOUBAdE/ a8 tERVMEWgFMoMT O
sSVFHzbMuBz4VITklr&eeb4oEVaCBpEDJolhE+£fEYEE1BR/ tC2VH T oHi =M Mud=13n"7
eZalU,/DJC0eaC3THE /07 yp,/ SEEJaynEyrLlopalBERcegqjpElzhhGEE+NCSFgl LHME
MEEFctHHDRS énkCCeDwHIr3ZVEi03uaadlUoZ Jt2wszlJELLFDhOEj A+ TEsget+EuY
ElhYuawmkZIerwd fASMmMpR]l sAvEmIvHDS / nTuEllcNEomLnTHwLEESi AJUEZ £cBVm
IjWeLl1 THMIPe TREFMh Pg4KZEAunhrAweuusk=

————— END CERTIFICATE REQUEST---——-

m

1

< Back ] [ Mext = Cancel
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11. Press Finish

The Certificate Request Wizard
has completed successfully.

After you have submitted your Certificate Request, you will need

to wait for the certificate to be signed and issued. You will then be
able to import the certificate. If you have not done so already, be
sure to import the corresponding CA certificate as well,

E:ﬂatchGuard'

Import Mow

Cancel

. Back

Engage Black e Aptos, CA 95003 e +1.831.688.1021 e 1.877.ENGAGE4 e www.engageblack.com



http://www.engageblack.com/

Engage BlackVault CA
WatchGuard Integration Guide

Signing your CSR

1. Loginto the BlackVault CA as a operator user.

2. Select CA Utilities.

pe 192.168.1.15 - Pull

Engage Black e Aptos, CA 95003 e +1.831.688.1021 e 1.877.ENGAGE4 e www.engageblack.com



http://www.engageblack.com/

Engage BlackVault CA
WatchGuard Integration Guide

3. Select Import CSR

E& 192.168.1.15 - PuTTY o | = &
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4. Paste in the CSR that you just created ( saved in the file certificaterequestsitea.csr).
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5. Now back out to the Main Menu and Select Create Certificate

[ et 102.168.1.15 - PuTT! E
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6. Select the Common Name of the CSR you wish to sign

£2 192.168.1.15 - PuTTY o |=| &
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7. Select None when asked for extension type

2P 102268115 e
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8. Back out to the main Menu and Select CA Utilities

pe 192.168.1.15 - PuTTY o3| &

L=l

Import CSR
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9. Select Export Certificate

2P 102268115 e
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10. Select the Certificate that you just created

2P 102268115 e
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11. Select PEM encoded (Without Key)

92.168.1.15 - Pull}
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12. Select To USB

2P 102268115 e
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13. Insert a flash drive to the BlackVault CA and press enter

£ 192.168.1.15 - PuTTY ———— ‘ o o e
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Obtaining the CA certificates

1. On aclient computer load the website : IP_Address_Of_BVCA/cacerts.pem

® 192.168.1.15/ca

2. Open the downloaded cacerts.pem in wordpad

cacerts. pem - WordPad [P EEse
w

= - [ s [ 44 Find
Courier New Sl [N i=- 5 S ’
. = G B T
Paste B 7| U [ %[ 2| A~ Picture Paint Dateand Insert
- - drawing  time  object ; Select all
Clipboard Font Paragraph Insert Editing
1 . E{E T . 3 Y SR . N ERRE
|---—-BEGIN CERTIFICATE-———-

MIICLTCCAOGAWIBAGICEARWCGYIK0ZIz] OEARIwa) ELMAKGA 1 UEBhMCVVMXE zAR
BgNVBAGMCKNhBGLmb 3JuaWEXD] AMBGNVEACMBUFWAGS zMRUWEWYDVQQRDAXFbmdh
Z2UgQmith¥2sxDTALEGNVEASMEER 1 bWBXEDAOBGNVEAMME Jvh 3QgQOEWER CNMTew
Nz I2MTgwOTU4Wh oNM] ewNz I OMT gwOTU4WS BEMQswCQYDVQQGEWIVUZETMBEGALUE
CAWKQ2F DYTECM 1UEBWWEQXEOh gNVBAGMDEVUZ2FnzSEC
bGFjazENM 1UECWWER 1UEAWWEU21nbmluzyBDQTEZMEMGByaG
SM43AGEGCCqGSMAIAWERADIABLYA] rhvRW/b4cni YTVEfkxdsDzr taVdaxLuV THT
E3kRg6043uCtTdWS ] kmr ErNQUPOXWbnIT/ LBSmXZR2k ToWi 7 jBkMA4GALUADWED
/WQERWIBB]ASBGNVERMBAfBECDAGAQH / AQEAMBOGA1UADGOWEBR1 EMRydU vy Dwd
2GhuGROpFicdTzAfBgNVESMEGDAWGBR3dds LuxCERNK /hV1XdafeT4uRT j AKBggq
hkjOPQEDAGNIADBFALE] sqzZ1XE4 yLDTPJs 6x 2mi yDi C+nELEBiK3SEaTILOpQRTh
ALgGhkJ/ dGpohLops jWHSE2EDUU4LpaN4sC) 72 9rgNER

~END CERTIFICATE----—

~BEGIN CERTIFICATE-——--
MIICLzCCAASgAWIBAGTIALI+I0Z114TxMACGCCOGSMe SBAMCMGoXCzATBGNVEAYT
21VTMRMWEQYDVQQIDAPDYWxpZmS ybm] hMQ4wDAYDVQQHDAVECHRY CzEVMEMGALUE
CYWMRWSnYWd 1 IEJSYWNEMROWCWYDVQQLDAREZW 1 vMRAWDG YDV Q@DDAASh2 S0TENE
MB4XDTE3MDeyN] E4MDgzN1oXDTI3MDeyNDE 4MDgzN1owa ] ELMAKGALUEBhMCV VM
E2ARBGNVEAGMCENABG1ub3JuaWEXD] AMBgNVBACMBUFWAGO zMRUWEWY DVQQKDARE
Emdhz2UgQmih DTALEgNVEASMEERLEWEXEDAOEGNVEAMMEL J7h: QEWNTAT
Bgcghk]OPQIBBggahk] OPGMBBWNCAAS rth N6 113MUniwwHSBL/ 152bG£803 I3 T
ANDUxBhYviNudK/ 65BGG+E0qnELOKm2 y 0vTbNDT030MLATEQ2BTho2 MY TACEGNY
HQBBAFSEBAMCAQYwDWYDVROTAQH/ BAUNAWES/ zAdBgNVEQ4EFgQUA3KENC CGhETS
v4VZV3Wn3E+LkS IWEWYDVRO j BEgWEORUA3XbNCCGhETSv4 VY 3Wn 3E+TES IwCgY T
KoZTz}0EAWIDSQAWRGTHACENVRN] AOaASV)SiZrNTedGgaT62MU+VEDWZbKLOL2 B
2iEANJuASNbZAZAY0lQGAWmZEdgS FRNU+EC GB/nl 36pBhE=

—--—-END CERTIFICATE-————

100% (=) {
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3. Cut the first certificate and in a new document paste it. Save this one as Signing.crt

Home | View
D | courier New -l @ e
Copy 2, Replace
Paste B U e % |2 |A- e B Crae e e
Clipboard Font Insert Editing
. F s i B s . I

MIICLzCCAdSGAWIBAGIJALI+I0Z114TXMAOGCCOGSME IBAMCMGOXCZATBGNVBAYT
ALVIMRMWEQYDVQQIDAPDYWxp Zm9 ykm LhMQ4wDAY DV QQHDAVECHERYCZ EVMEMGALUE
CgwMRWSn¥Hd1 [EJ s YHNMQOwCwY DVQQLDARE 2W1 vMRAWDg YDVGQDDAASh 2 S0 LENB
MB4XDTE3MDGyN] E4MDgzN1oXDTI3MDGyNDE4MDgzN1 owa j ELMAKGA1UEBhMCV ViMx
EzARBGNVBAGMCKNhBG Lmb 3JuaWExD] AMBGNVBACMBUFwAG 3 zMRUWEWY DVQORDAXF
bmdhz2UgQmxh Y2 s xDTALBGNVBASMBER1 b8 XEDAOBGNVEAMMB 1 Tvb30gQOEWNTAT
BgcghkjOPQTBBggghk jOFQUEBWNCAASTthfN6113MUmi wwHBBL/ 152bG£6807 75 Tm
ANDUXBhYviNudK/68BGG+E0gnfLOXn2y0vThNDI030MLATEQ2ETbo2MwYTAOBGNY
HQ8BAfBEBAMCAQYWDWYDVROTAQH/ BAUWAWES/ zAdBgNVEQEEFgQUA3XbNCEGhETS
v4VZV3WnIE+LESIWHWYDVRO] BBQWFOAUAIXENCCORETST4VZV3WRIE+LESIWCgY T
Ko2Iz] OEAWIDSQAWRGThACENVRNAOaA4 V] SiZrNTe 4GgaT6zMU+VELWZLELOL2P
2iFAMJuASnbZAZAY010G4wmZEdgSfRut fo]gB/nl36pBba=

100% (=) ) ®

4. Save the remainder as root.crt
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Importing the Certificates into Firebox

1. From the WatchGuard System Manager, open the system manager

File Edl Taols ‘ddndow  Help

1/ FT |+ RmaAEEe i RM®

Lhewioe Stabas | Lhewvice Mansgemerd
BE| 192168184 (sdmin)
et W test] (192 160.143) - KT khe-MED
[+ _"'_ Fireb=ns Statiis

Pokey Manager

[i- £ Certificabes Fare o System Manager
E-Giw EBranch Office VPN Tunnek HastiiVatch

m_ Flckile ¥PH vk [Fhec Tum Lag Marager

3 Mchile ¥PM with S50 Tunne

g Mckile VPR weh LITE Tuar Creat= a news VPH...

& test2 [192.168.143) - XThh-MEx
i i ! e Update Device...

Expire Lease._

Schedule O5 Update_..

Schedule Festure Key Synchronization..
Schedule Reboot...

Add Mew Folder..
Generate Configuration Report

Ramoue...

Properties

Refresh Status
Pause Polling
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In the Firebox System Manager, click the Certificates Button

-
E Firebox System Manager - 192.1658.1.42 |

File View Tools Help

O0mE KE W E

I ] [P [ [ - I

3. Inthe Certificates window, click Import Certifcate/CRL Button

o FRU) R T P [

T 5
ates - 192.168.1.42 = =] = |
e —

Certificates
This Firebox contains the following certificates and certificate requests;

Status  Type &lgo.  Subject Mame Details

Signed  |IPSec [ Web RSA  |c=U5 st=Kansas |=5mallvile 0=DEMQ ou=DEMO = Delete
Signed  |IPSec [ Web RSA  |o=Engage Black cn=192. 163. 1.42 i i
Signed  |Web Client RSA  |o=WatchGuard ou=Fireware cn=Fireware web C - Refresh
Signed® |CA Cert RSA  |o=asdf ou=asdf cn=asdf 1
Signed  |Weh Server RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi| Export
Signed  |Web Client RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi
Signed |CA Cert RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi
Signed  |Proxy Server  |RSA |o=WatchGuard_Technologies ou=Fireware cn=h
Cirmrmad Dirmvwene BcHmrita DDA A =lstrhiTiiard Tachmalanice o —Fircisaara cm—Fi h

1| m k

[] Show trusted Cas for proxies

* Currently active Firebox web server certificate

[ Import Certificate [ CRL ] [ Create Request ]

4. Click Import Certificate/CRL
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In the Import Certificate/CRL window

= ™
npercenrcee S ==
Impart & Certificate Import a CRL

Certificate Type:
:Baseﬁq{PEM} certificate -
Choose the function of the imported certificate:

(71 Proxy Authority (re-signing CA certificate for outbound S5L/TLS content inspection)
() Proxy Server (server certificate for inbound SSL/TLS content inspection)

() Trusted CA for Proxies

(@ IPSEC, Web Server, Other

You may import a certificate from either the dipboard or a file, If you are importing a certificate
and its private key, be sure to indude both in the text area below.

T B 1 S I S SIS D g e
bmdhz2UgQmschY 2s:0TALBgNVEASMBER bW EXEDACBGNVEAMME 11vb3QgQOEWWTAT =
BocghkiOPQIEBggghkiOPQMBBWNCAASHthNS 113MUmiwwHSBL/152bGF30; HTm
ANDUXBhYviNudk,/658GG +f0gnfLgXm2y0yThNDIo 30MLAIEQZE Fho 2Muw Y TACBgHY
HQBBAFBEBAMCAQYWDWYDVROTAQH/BAUWAWER zAdBgNVHQ4EFgQUA3XbNecQhETS [
vAVZY 3NN 3E +LkSTwHWYDVROBBgwFoAUd IXbNccQhETSv4vZY 3Wn 3E -+ kSTwCgY1 L
KoZlzj0EAWIDSQAWRGINACTNVRMNADaANISIZINT e 4GaaTozMU +VEDW zbkl bL2P
AIEAMIuASNbZAZ AY01QG4wmZEdgSTRnu-+cjgB/nl36pBba = E_
-——END CERTIFICATE -] -

[ Import Certificate ][ Cancel ]

a. Under Choose the function of the imported certificate, select the IPSEC, Web Server
Other radios button

b. Under Certificate File Click Choose file, then browse to where you saved Root.crt.
Click Import Certificate

d. AnImport Certificate window will then appear, click Yes

oo coirs ==

Click Yes to import certificate now. Click No to cancel,

Yes || No |
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e. An Import Successful window next appears, click Yes

6. The Certificates windows will appear again, click Import Certifcate/CRL Button

ates - 192.168.1.42 = =] = |

Certificates

This Firebox contains the follawing certificates and certificate requests:

Status  Type Algo.  Subject Mame Details
Signed  |IPSec [Web RSA  |c=U5 st=Kansas |=Smallvile 0=DEMO ou=DEMO . Delete
Signed  |IPSec [Web RSA  |o=Engage Black cn=192. 163.1.42 B i
Signed  |Web Client RSA  |o=WatchGuard ou=Fireware cn=Fireware web C - Refresh
Signed® |CA Cert RSA  |o=asdf ou=asdf cn=asdf 1
Signed  |Web Server RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi|__ Export

Signed  |Web Client RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed |CA Cert RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed  |Proxy Server  |RSA  |o=WatchGuard_Technologies ou=Fireware cn=h

Cimrmad Drrvwse AoHharitse ID2A m—=\llztrhiZiard Tarhnalanice o —Firawara Fm—Fi
1| 1l [ b

[] Show trusted CAs for proxies

* Currently active Firebox web server certificate

[ Import Certificate [ CRL ] [ Create Request ]

7. Click Import Certificate/CRL
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In the Import Certificate/CRL window

| Iy
npercenrcee S ==
Impart & Certificate Import a CRL

Certificate Type:

.Baseﬁq{PEr\"I} certificate -
Choose the function of the imported certificate:

(71 Proxy Authority (re-signing CA certificate for outbound S5L/TLS content inspection)
() Proxy Server (server certificate for inbound SSL/TLS content inspection)

() Trusted CA for Proxies

(@ IPSEC, Web Server, Other

You may import a certificate from either the dipboard or a file, If you are importing a certificate
and its private key, be sure to indude both in the text area below.

Load from File
T T T —
bGFjazENMASGA 1UECWWERGYthzETMBEGA 1UEAWWKL 2nbmluZyEDQTEZMEMGEYqG -

SM49AgEGCCaEEMASAWEHADIABL Y AlrhvKW b4cniY TVE focdsDar taVdaxLuV FHT

E3kRg6043uCt7TdwWaikmrHrNgUPOXWhnIL/LB 5mXZR 2k FoWVijZjBkMASGA 1LdDWEB
[wQEAWTBEjASEgNVHRMBAFBECDAGAGHAGEAMBOGA 1UdDgQWBBR 16MRydUrvWowd [
eGhuBKOpFic47zAfBgNVHSMEGDAWGER 3dds LocCERNK hvIXdafcT4uRTjAKBgag
hkjOPQQDAGMNIADBF AiBjsgzZ 1XE4yLD 7P Is6r ZmiyDjC +mELEBiK 35BaTIL0pOTh

ALgGhk]{dGpohL9psjWHSfeEDUL4Lpal4sCi 7 29rgNKF E_
-——END CERTIFICATE -]

m

1

Import Certificate ][ Cancel ]

a. Under Choose the function of the imported certificate, select the IPSEC, Web Server
Other radios button

b. Under Certificate File Click Choose file, then browse to where you saved Signing.crt.
Click Import Certificate

d. A Import Certificate window will then appear, click Yes

oo o ===

:l Click Yes to import certificate now. Click No to cancel,

Ves || No |
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e. An Import Successful window next appears, click Yes

9. The Certificates windows will appear again, click Import Certifcate/CRL Button

ates - 192.168.1.42 = =] = |

Certificates

This Firebox contains the follawing certificates and certificate requests:

Status  Type Algo.  Subject Mame Details
Signed  |IPSec [Web RSA  |c=U5 st=Kansas |=Smallvile 0=DEMO ou=DEMO . Delete
Signed  |IPSec [Web RSA  |o=Engage Black cn=192. 163.1.42 B i
Signed  |Web Client RSA  |o=WatchGuard ou=Fireware cn=Fireware web C - Refresh
Signed® |CA Cert RSA  |o=asdf ou=asdf cn=asdf 1
Signed  |Web Server RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi|__ Export

Signed  |Web Client RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed |CA Cert RSA  |o=WatchGuard_Technologies ou=Fireware cn=Fi

Signed  |Proxy Server  |RSA  |o=WatchGuard_Technologies ou=Fireware cn=h

Cimrmad Drrvwse AoHharitse ID2A m—=\llztrhiZiard Tarhnalanice o —Firawara Fm—Fi
1| 1l [ b

[] Show trusted CAs for proxies

* Currently active Firebox web server certificate

[ Import Certificate [ CRL ] [ Create Request ]

10. Click Import Certificate/CRL
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11. In the Import Certificate/CRL window

= ™
npercenrcee S ==
Impart & Certificate Import a CRL

Certificate Type:

.Baseﬁq{PEM} certificate -
Choose the function of the imported certificate:

(71 Proxy Authority (re-signing CA certificate for outbound S5L/TLS content inspection)
() Proxy Server (server certificate for inbound SSL/TLS content inspection)

() Trusted CA for Proxies

(@ IPSEC, Web Server, Other

You may import a certificate from either the dipboard or a file, If you are importing a certificate
and its private key, be sure to indude both in the text area below.

TP e T oLy o F T &

T T P T TOO T S T RSO o g DT e

Kh3px6Z J6H3sa5 INLER oydQvHOmMglesgl9sbh9zxHzny8uR 6cDWesPC+5iQufyC i
jmfgUeWa Lir AVFkznriPLoODxQeMGxGHC47azbkHr xoagliDj4ukwIDAQAB 20w

34 JBgMNVHRMEAjAAMCKGA 1UdEQQIMCCCDDESMi4xMijguMS40MoEQYWR AW SAZGIt
YluLmMvbTALBEgNYHQEEBAMCBa AwHQYDVROIBEY wF AY TKWYBBQUHAWEGCCsGAQUF
CAICMAQGCCgGSM49BAMCADNgAMEUCIQCew QLY gp-+n6 1CTCaGHMwERkogSFdhgYFP
Pqobag 5w 3iwIgGKVLmMyjrGriNETWqC FolCxz FyeHIZMNCwwihKL [Cziva = |
-——END CERTIFICATE—-

Import Certificate ][ Cancel ]

m

1

f.  Under Choose the function of the imported certificate, select the IPSEC, Web Server
Other radios button

g. Under Certificate File Click Choose file, then browse to where your flash drive and select
the Certificate you exported from the BlackVault.
h. Click Import Certificate

i. Almport Certificate window will then appear, click Yes

oo coiors =

Click Yes to import certificate now. Click No to cancel.

Yes || No |
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j. AnImport Successful window next appears, click Yes

Certificate successfully imported.

Site B

Repeat Process stated in site a for site b.
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Setting up VPN

Before setting up the VPN the following information should be collected

e Site A and B external IP addresses

e Site A and B internal network IP addresses

e Site A and B X.500 Distinguished Names from their certificates
o This can also be known as the Subject name.

Site A

Configuring VPN

1. From the WatchGuard System Manager open the Policy Manager.

Fle Edt Tonls Wedew Help

d | @ 2+ | B AE B & fR®

Lrevie Hatus | Lrewice Mansgemar |
B 192168159 (sdmin)
e W test] (192 168.142) - KT hhe-MED
F :; Fireksom Status

Pokey Manager

0% Certificates Fire o System Manager
FE-Gap  Branch Office VPN Tunneks Hastivatch
1 Muobile YPM with [Fec Tum Log Marager
3 Mehile ¥PM with 551 Tunns
Mizkiile YRR ekl L2 TP Tung Create a new VEH...

I test? (192 168.143) - KT hhe-RED
= o o e Updzte Device...

Expire Lease_

Schedule 05 Update .

Echedule Festure Key Symchronization...
Schedule Reboot..

Add News Folder..
Generate Configuration Report

Ramowe..,

Properties:

Refresh Stetus
Pauze Folling
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2. Inthe Policy Manager, click Branch Office Gateways

File Edit Wiew Setup Network FireCluster VPN Subscription Services Help
SHEH|VHX|PER|OPDZBEHNDEL?

Firewall | Mohile VPN with IPSer|

3. Inthe Gateways window, click add

e .

gateway.1 (c=US st=Kansas |=Smallvile o=Acme o

Edit...

Remove

Enable

Dizable

Report
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4. Inthe New Gateway window select the radio button that says, “Use IPSec Firebox Certificate”
then select the certificate that was just generated

Gateway Name:| gateway.2

General Setlings | Phase 1 Seftings

Credential Method

@ Use Pre-Shared Key

(7) Use IPSec Firebox Certificate

Select the certificate to be used for the Gateway.

id Certificate Name Algorithm
20001 c=US st=Kansas =Smallvile 0=DEMO ou=DEMO cn=DEMO RSA
20002 c=US st=llinois I=Smallvile o=Acme ou=Testing cn=Jim Duck RSA
23000 o=Engage Black cn=192.168.1.42 RSA

Show Al Certificates

Gateway Endpoints

- Local Gateway Remote Gateway Add.
Interface Type D IP Address Type 1]

Start Phase 1 tunnel when Firebox starts
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5. Inthe bottom half of the New Gateway window, under Gateway Endpoints click add

Gateway Name:| gateway.2

General Settings | Phase 1 Seftings
Credential Method

(@ Use Pre-Shared Key

() Use IPSec Firebox Certificate

the certificate to be used for the Gateway.

Certificate Name Algorithm
c=US st=Kansas I=5mallvile 0=DEMO ou=DEMO cn=DEMO

c=US st=llinoiz I=Smallvile o=Acme ou=Testing cn=Jim Duck

o=Engage Black cn=192.168.1.42

Show All Certificates

Gateway Endpoints

. Local Gateway ‘ Remote Gateway
| Interface Type D ‘ P Address Type ]

Start Phase 1 tunnel when Firebox staris

ot ) (e | |
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6. Inthe New Gateway Endpoints Settings Windows, do the following:

. New Gateway Endpoints Settings - gateway.2 | S |

A tunnel needs authentication on each side of the tunnel. Provide the configuration
details for the gateway endpoints below.

Local Gateway
External Interface: | External -~ O

Specify the gateway ID for tunnel authentication.
By IP Address
IP Address

4 _
(@ By Domain Information

X500 Name = c=US st=llinoiz I=Smalville o=Acme ou=Testing cn=Jim Duc

Remote Gateway
Specify the remote gateway IP address for a tunnel.

(@ Static IP address
t IP Address P -
(7) Dynamic IP address

Specify the remote gateway ID for tunnel authentication.

@ By IP Address
IP Address L -

(7) By Domain Information Configure...

OK ][ Cancel ][ Help

a. Inthe Local Gateway subsection, Select the By Domain Information radio button, then
click Configure
i. Inthe Configure Domain for Gateway ID window Select the X500 Name radio
button the click OK
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i, Configure Domain for Gateway ID -

Select the method of domain configuration for tunnel gateway
authentication

(7) Domain Name

() User ID @ Domain

X300 Name

K Cancel ][ Help

b. Inthe Remote Gateway subsection, Select the Static IP Address radio button, then enter
the IP Address of the remote gateway.
c. Under Specify the remote gateway ID for tunnel authentication select the By Domain
Information the click Configure
i. Inthe Configure Domain for Gateway ID select the X500 Name radio button
then add in the X500 name of the certificate of the Site B then press OK
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i, Configure Domain for Gateway ID - -

Select the method of domain configuration for tunnel gateway
authentication

(7) Domain Name

() User ID @ Domain

X300 Name

0K Cancel ][ Help

d. Inthe New Gateway Endpoint Settings window click OK
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7. Inthe New Gateway window click OK

Gateway Name:| gateway.2

General Settings | Phase 1 Seftings
Credential Method

(@ Use Pre-Shared Key

() Use IPSec Firebox Certificate

way.

Certificate Name Algorithm
c=US st=Kansas I=5mallvile 0=DEMO ou=DEMO cn=DEMO RSA
c=US st=llinoiz I=Smallvile o=Acme ou=Testing cn=Jim Duck RSA
o=Engage Black cn=192.168.1.42 RSA

Show All Certificates

Gateway Endpoints

Local Gateway ‘ Remote Gateway

#
|Imerface Type ‘ P Address Type ]

Start Phase 1 tunnel when Firebox staris

ot ) (e | |
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8. Inthe Gateways window click Close

e

gateway.1 (c=US st=Kansas |=Smallvile o=Acme o

Edit...

Remove
Enable

Dizable

Report
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9. Inthe Policy Manager, click Branch Office Tunnels

File Edit View Setup Net'.'.'ork FireCluster VPN Subscription Services Help
EHEH|VH X ZELR|IOAKTERDEL?

Firewall | Mobile VPN with IPSec

Fitter: :Nune v: YT

Order / | Action Policy Name Policy Type From To Port | PER | App Control | Tags
& FTP FTP Any-Trusted, Any-OpAny-External top21 None

o \WatchGua... WG-Fireware-X... Any-Trusted, Any-OpFirebox
@ Ping Ping Any-Trusted, Any-OpAny .
o \\atchGuard WG-Firebox-Mgmt Any-Trusted, Any-OpFirebox top:4105 topd...
wwe Outgoing  TCP-UDP Any-Trusted, Any-OpAny-External tep:0 (Any) u...
B sovenoal. Any Any tunnel.1 Any

B sovenoan. Any tunnel.1 Any Any

1 v
2 v
2 v
4 v
5 v
& v
7 v

| 3

Basic Managed Device | Fireware XTM v12.0.0
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10. In the Branch Office IPSec Tunnels window click Add

i ™
K, Branch Office IPSec Tunnel‘ u-
tunnel.igateway.1) Add. ..

| close || Hep |
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11. In the New Tunnel window do the following:

Tunnel Name: | tunnel2|

Gateway: I gateway.1

Addresses | Phase 2 Settings | Muticast Settings|

r Addresses
Configure tunnel routes for the tunnel.

Local Dir  Remote

Helper Addresses
Local IP:

Remote IP:

Add this tunnel to the BOVPN-Allow policies

ok | [ cancet |[ Hew
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a. Inthe Address Tab click the Add button

F b
oo Qe

Local: | - C]
Remote: - C]

If wou want to enter a network addrezs in the Local

(D or Remote text box, vou must include a netmask,
example: 10.0.0.0/2. An IP address without a netmask
iz seen as host address.

Direction: Local -=:==- v: Remote

NAT Settings
[ 1:1 naT

DNAT

|:| Enable broadcast routing over the tunnel

OK Cancel H Help

i. Inthe tunnel Route Settings window click the ellipse next to Local
1. Inthe Add Address window
a. Under “Choose Type” select Network IPv4
b. Under “Value” add in the local network
c. Press Ok

Choose Type: .EN etwork [Pvd

“alue:
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ii. Inthe tunnel Route Settings window click the ellipse next to Remote
1. Inthe Add Address window
a. Under “Choose Type” select Network IPv4
b. Under “Value” add in the remote network
c. Press Ok

—_— I—
K rssror: D |

Choose Type: | Network IPv4

Value:

b. Inthe New Tunnel Window, leave everything else in the other tabs then click OK
c. Inthe Branch Office IPSec Tunnels window click Close

-
B, Branch Office IPSec Tunnel‘ S|
tunnel.d{gateway.1) Add...

Clone

Edit...

Remove

Mowve Up

Move Down

Report

| close || Hep |
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Site B

Repeat Process stated in Site A for Site B
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